Online Enrollment Procedure using Safenet iKey 2032 Token
1. Insert the Safenet iKey 2032 Token in the USB port of the computer.

2. You can now see the Safenet iKey 2032 properties from the Start Menu by selecting Programs>Safenet>Borderless Security PK>Safenet Token Utilities.
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3. Initialize the iKey 2032 Token.
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4. It gives the warning, Click on Continue Initialization.
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5. The New Password is set as shown in Snap shot below.
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Note: The default password for Safenet iKey2032 is Password#1.

Online Registration
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To enrol for and manage your Digital Signaturs Certficate, you must register for 3
user account. To ragister for 3 new Usar sccount;

4. Visit the Registration authorty (RA) websits and click on the link related to
Digital Signatura certficate.

2. Click the New User? Register link on the Login scrasn (shown in the figure
belou),

Digital Certificates | How fo Enroll...
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3. Entar the datails in the neu subscriber Registration Form.
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" Ensurs that you ramembsr the Usar ID & Password sz you will nssd this
informtion to sccass your account.

. In tha Type of Usar feld, anter “Individusl” and in the Selact Individual usar
Typa fisld salact tha option "Others”.

« Registration Authority is the offce through which you are applying for 3 digital
‘Signaturs certficate

4. Click Submit. A filec-in Registration form is then generated on the screen.




Submit Online Request
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On succassful registration, you will be radivacted to your personslizad Certificate
Management Centar screen, which diplays the simple 4-Step anmcliment
procadure.
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Enrolling for your Digital Signature Certificate

Go to Stap-1 in the "Walzoms £ th Cartificate Management Centar” scraan.
2. An snvcliment chackiit pons up listing the system requiremants. Resd the
enrollment checkist carefully and make sure that sil system raquirements are
met. Click Close to ciosa th checkiat and start the onlins snval mant.
3. Choose the following options in the enraliment form to be filed
" Certificate Class » Class-2 Cartfcate (By Default)
+ Certficats Type » Signing Cartiicate (Single Key Pair)
Do you have a certificate request already ganerated » K.

Content of your Digital Signature Certificats

1. Enter all your personal datails exactly 35 you would like them to appsar on
your cartfcate.
Note: Onca your raquast is genarated, thase detais cannot ba changad.

2. Ensure that al information provided is factually corract a5 there ' @ legal
significance ttached to Digita signaturs Cartficates.

3. Ensure that you entar your correct Email ID, 25 you vill not be able to
ovinlosd/uze your cartficats if an incorrect/invalid Email D is providad
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Note: In order to generate the Cryptographic Keys on your iKey2032 Token, Select the Datakey RSA CSP from the dropdown menu on the Enrollment Page and click on Generate Request button as shown.
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Note: Once your certificate request is generated you can not change any information.

Ensure that all information is correct before you proceed.

The following dialogue box appears. Confirm your details Email Id and CSP selected and click Ok.
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Click Yes to request for a New certificate.
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Enter the Password for iKey2032 Token when prompted and click Ok.
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On Successful completion of enrollment, you will see the below screen.

Note the Request Number (highlighted below). Print this form for your records by clicking Print.
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Contents of your Digital Certificate Request

Narme. wz

Organization Tata Consultancy Services - Certifying Authority
Organization Unit KD K Softwares (India) Pyt Ltd.- Registration Authority
Organization Unit Individual - Others.

E-mail Address abc@yahoo.com

City Jaipur

state Rajasthan

Country N

Important:

1. Print this Enrollment Form by clicking [Print] button





Download your Certificate
[image: image13.png]Once your Digital Signature Certfcate Is ganerated, you vl recsive an amail
nctification. The ntfication incudes dstailad instructans and &n Authentication PIN
that has £ ba antarad at the tma of cartiicate download,

Note: Download the cartifcats on the same sToken whers the Key Fair was
Ganarated. For this, insart the Token used during cartificate anrollment into th USB
port of your computar.

To download your Digital Signature Certificats

1. Go'to your Registration Authority Website
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1. Click on click here link in ‘Stap-4" zaction
2. Clck on your Raquest Number £ inftists the dornlosd prosess.

3. Vany the datais of your cartficate, Contact your RA Administrator f thers s 3
problem.

4. Enter the Authentication PIN, emailed to you during the enraliment process

Note: Ensurs that the USE Token is inserted in the USB port befors you downlosd
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5. Click Download. The fol

ing message appears.
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6. Click OK. The following message il be displayed thrice.




Click OK. The following message will be displayed five times.
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Click Yes. The following dialog asks for Pass-phrase of iKey2032 Token.
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Click OK. The following certificates are downloaded:

· CCA Certificate

· TCS-CA Certificate

· End user Certificate.

The following dialog box appears. Click OK.
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